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ABSTRACT

ElGamal algorithm was introduced by Taher
ElGamal in 1985 and it is one of the most widely
used public key algorithms in the world. Many
researchers throughout the world propose new
variants for the EIGamal algorithm to increase its
security. In the present study, we introduce a new
variant for the ElGamal encryption which is
designed under three basic steps: key generation,
encryption, and decryption. We have improved
the key generation using the key generation
technique of the RSA algorithm and ElGamal
algorithm. As we combine both algorithms, the
security of the proposed algorithm is achieved by
the discrete  logarithm  problem from  the
ElGamal algorithm and the factorization
assumption from the RSA algorithm, both of
which are considered advantageous. Moreover,
the use of multi-primes enhances the security of
the proposed system.

1. INTRODUCTION

In the modern world, cryptography has become
an indispensable discipline associated with
secure communication. Cryptosystems can
mainly be divided into two sections, symmetric
and asymmetric according to their key
distribution. Among them, asymmetric or public
key cryptography is widely used as we do not
require a private information link to share keys
and the existence of high security. In 1970, the
introduction of the Diffie Hellman key exchange
by Whitefield Diffie and Martin Hellman was the
origin of public key cryptography. Later in 1977,
the RSA algorithm was introduced by Ronald
Rivest, Adi Shamir, and Leonard Adleman. In
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1985, Taher ElGamal introduced the ElGamal
algorithm.

The rest of the paper is organized as follows. In
the next section we explain the ElGamal
algorithm and textbook RSA algorithm in detail.
Then we will introduce the general procedure for
the proposed algorithm and discuss it with a
simple example. Finally, we will prove that our
system is more secure than the textbook RSA and
ElGamal algorithm.

1.1 ElGamal Algorithm

ElGamal cryptosystem is one most popular
public key cryptosystems whose security is based
on the most popular discrete logarithm problem.
It was introduced in 1985 by Taher EIGamal in
his paper A public key cryptosystem and a
signature scheme based on discrete logarithm.
The general steps of the EIGamal encryption are
given below. Suppose Alice (A) and Bob (B) are
the two parties who want to communicate over
an unsecured channel where B is the sender and
A is the receiver.

Key generation:

A selects a large prime p and computes a
primitive root g modulo p. Then he selects an
integer x such that 1 < x < p — 2 and computes
the integer h, where

h = g*(mod p)
Next, he selects the encryption key y such that
1<y<p-2

Private keys = (x,y) Public keys = (p, g, h)



Encryption: Let M be the plaintext message
which B wants to send which is encrypted as
follows.

S = hY(mod p)
G, = g¥(mod p)
C, =M x S(mod p)
Ciphertext =(Cy C,)

Decryption: Once the ciphertext is received, A
decrypts it as follows.

C¥ = S(mod p)
C, X S = M(mod p)

where S is the inverse of S under modulo p.

1.2 RSA Algorithm

The RSA algorithm which was introduced in
1977 is one of the well-celebrated members of
public-key cryptography family. It was named
after the three inventors Ron Rivest, Adi Shamir,
and Leonard Adleman and is one of the most
widely used public-key cryptosystems for secure,
sensitive data transmission. The security of RSA
derives from the difficulty of factoring large
integers into product two large primes which is
known as the “Factoring Problem”. No efficient
algorithm exists to solve the problem in
polynomial time and hence the RSA algorithm is
secure with large enough keys of size 1024 bits
or more.

Suppose A and B are two parties who want to
communicate over an insecure channel where A
is the receiver and B is the sender.

Key generation: The key generation is done by A
and the general steps are given below.

Step 1 : Chose two large primes p and g (size of
p and q is recommended to be at least 512 bits or
more)

Step 2 : Calculate the modulusnasn = p X q.

Step 3 : Calculate the Euler Totient Function of
n e(n)=pP-1)x(@Q-1)

Step 4 :Choose an integer e such
that ged (e, ¢(n) )=1 where gcd denotes the
greatest common divisor).

Step 5: Calculate d suchthat1 < d < ¢(n) and
de =1 (mod @(n)).

Public Keys :(e,n) Private Keys :(d, n)

Encryption: B divides the message into blocks,
then encrypts the message M as follows:

C = M*¢(mod n) where C denotes the ciphertext.
Decryption:

A receives the ciphertext C and decrypt it as
follows.

M = C%(mod n)

2. PROPOSED ALGORITHM

Our algorithm is designed under three basic
steps: key generation, encryption, and
decryption. We will first explain the general
procedure of our scheme and next illustrate it
with a simple example.

Consider two parties Alice (A) and Bob (B) and
suppose that A wants to send messages to B.

Key Generation: The key generation part is
done by B.

1. Suppose p,q, and r are primes.

2. Compute the modulusn =p X g Xr

3. Select the encryption key e such that

gcd (e, (n) )=1 where gcd denotes

the greatest common divisor.

4. Calculate d suchthat1 < d < ¢@(n)
and de = 1 (mod ¢(n)).

5. Now consider g and x where g = e
and x = d.

6. Suppose m as another prime.

7. Selectaninteger ysuchthat 1 <y <

m— 2.
8. Compute h and s, where
h = g*(mod m)
S = hY(mod m)

Public Keys :(m, g, h)
Private Keys :(x, y)



Encryption: Now let M be the plaintext message
which A wants to send and it is encrypted as
follows.

C; = g¥(mod m)
C, =M X S(mod m)
Ciphertext =(Cy C,)

Decryption: Once receiving the ciphertext, B
decrypts it as follows.

C¥ = S(mod m)
C, X S = M(mod m)

where S is the inverse of S under modulo m.

2.1. Example
Key Generation

Supposep =5,q =7, andr = 11.

Compute the modulusn = 7 X 5 %
11 = 385.

Let encryption key e = 7 such that
ged (7,240) )=1

Calculate d such that 1 < d < ¢(n)

and 7d = 1 (mod 240). Hence d =
103

Now consider g and x where g = e =
7and x =d = 103.

Let m = 197 be a prime.

Suppose integer y = 11 such that 1 <

y<m-—2

Private keys = (x,y) = (103,11)
Public keys = (p, g, h) = (5,7,62)

Encryption

e Find h and s, where
h = 7193 (mod 197) = 62
S = 62 (mod 197) = 157
Let M = 20. Compute C; and C,, where
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C; = 7' (mod 197) = 116
C, =20 x 157(mod 197) = 185
Ciphertext =(€,,C;) = (116,185)
Decryption
[ ]

Once the cipherext is received, find S
and M where

S = 1163 (mod 197) = 185
M = 185 x 64 (mod 197) = 20

Thus the plaintexts M = 20 is recovered.

2.2. Cryptanalytic Approach

Mainly the security of the proposed system is
based on the Discrete Logarithm Problem (DLP)
similar to EIGamal algorithm. The DLP refers to
the difficulty of finding x in g* = h, where
elements g and h are elements of a finite cyclic
group G. In addition, the use of RSA key
generation part enhances the security.

The security of the RSA cryptosystem is based
on the previously mentioned Factorization
problem as well as the RSA problem which can
be defined as obtaining the private RSA keys
given only the public RSA keys. The most
efficient method to solve this problem is by
factoring the modulus n which is a product of
two prime numbers p and g. According to the
structure of the RSA algorithm, p and g are two
large primes chosen randomly and approximately
of the same size. Hence, the prime factorization
of n is computationally hard and impractical to
perform in polynomial time. In this algorithm we
use three prime numbers p, g, and r and compute
n=pxqxr. As we use multi-primes in the
factorization, it enhances the security of the
proposed algorithm rather than the original RSA
algorithm.

3. CONCLUSION

In the present study, we have introduced an
asymmetric key cryptosystem based on the
ElGamal algorithm with the use of RSA key
generation procedure. The security of the
proposed system is based on the discrete



logarithm problem similar to the security of
ElGamal algorithm. The Kkey generation is
performed using the RSA algorithm and it
increases the security as well. As we use multi
prime numbers system, this algorithm is secure
than the textbook RSA. We are currently
working on developing this scheme to overcome
other possible attacks.
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